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WHY .EU IS YOUR
PREFERRED CHOICE
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IP PROTECTION UNDER .EU

&
TRUST
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§J) Reputation

Reputation economy

Reputation is becoming a currency
that will be more powerful than our
credit history in the 21st century

Reputation capital

The worth of your reputation — intentions,
capabilities and values — across communities
and market places
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Trust

amazon c.x s a measurement of how much

a community trusts you

Online businesses are built on trust
@onrbnb

It takes time to build it
It can be ruined overnight

Can we do something ?
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Trust and the Domain Name

” Key issue : Fake identities

Solution:

To know the person behind
a domain name

ldentify fake registration data

Identity is fake -> delete DN

Identity is real -> person can be sued




Actions

Corrective actions : Chase bad registrations

« User enablement : Offer tools to third parties

Preventive actions : Prevent bad registrations

.U EUR

Your European Identity

EURid CONFIDENTIAI — Distribution : Staff



Dashboard

; contact_city "dfdggfatogoos” IRSCL L

domain histogram

H
38
‘domain_original_date per 30 minutes
2
: :
Dashboard Results
Time v contact_alias domain_name contact_name contact_organisation contact_street1 contact_city contact_country contact_email contact_phc
v March 3rd 2017, 09:43:40.966  c27426958 - zhou xingxing - dfghfthjgfgfggffg dfdggfgtggggg AT 50472063@qqg.com +86.13850:
:
-~ ~
Dashboard Results
Time v contact_ domain_name contact_name contact_organisation contact_street! contact_city contact_country contact_email contact_phone contact_registrar_alias registrar
» March 3rd 2017, 094340966 27426958 mxmara zhou xingxing dighfthigfgfggffg dfdggfgtggggg AT 50472063@qq com +86 13850217968 a007344 TLD Re
»  March 3rd 2017, 09.43.39.966 27426957 vestirmxs Zhou xingxing dighfthjgfafagfia didggfatoggag AT 50472063@qq com +86.13850217968 a007344 TLD Re
»  March 3rd 2017, 094338967 27426956 chaquetass zhou xingxing dighfthjgfafgafig dfdgafatoogag AT 50472063@qq.com +86.13850217968 2007344 TLD Re
:
.IIII.I..I _____ll-.I“mm'““mn-
' ' ) domain_original_date per 30 minutes. h . '
~ :
Legena© Legenao Legena©
o5 © ondn 205+
L
o
L
.

® didgaiotosgos
® niccsia

® amsterdam

~

-~

Next steps : manual =2 intelligent algofithms

.U EUR

The European Registry of Internet Domain Names
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Distance

. User Enablement

= SIMILAR DOMAIN NAMES

This is a limited list of registered domain names that are similar to the domain name , ranked on visual resemblance (*):
domain names in other :

.com domain names
0.0 tesla foundin 257 tds

" Identify use of variants .y & et domain names

(=potential abuses) 005 tesic el _00_tesla.com 00
ites—lacom ites-la found in 2 tids

0.0 t-e-5-l-a foundin1d

» Added benefit :
in different TLDs

.U

Your European Identity

0.1 teslacom.eu

0.1 3tesla.eu 0.0 t-e-s-l-a.com
0.02 tésla.com 0.05 tesia foundin 3 tids
0.05 tes-ia foundin 2 tlds

0.1 7tesla.eu

0.05 tesla.com

0.1 etesla.eu
jomain name and tesla.eu

ition

number of mod

The valu a
not limited to t

The resulti ral rules including

Get the full list
If you are the holder of the domain name tesla.eu, the full list of registered domain names that have striking similarities to yours can be sent to your

appears in our registration database.
S&l030 10 avoid possible abuse, this list can be sent only once a week.

Get the full list
OTa domain name is based on an algorithm developed by EURId.

The European Registry of Internet Domain Names
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User Enablement

Whois report

.eu domain names

.com domain names new gtld domain names
Domain name Distance Domain name Distance
tesla.com m tesla.limited ﬂ
tes-la.com 0] tesla.tours 0]
t-e-s-l-a.com 0] tesla.legal 0]
tésla.com m tesla.vet ﬂ
tes1a.com tesla.paris m
tesia.com tesla.bike E
tea-ia rnm <d teala aiinnliec 0|

) ® eu ® .com © other
.eu domains .eu results are
names not new this month

owned hv vaii

.U EUR
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-_— §) User Enablement

Domain Name for sale

B Next steps
Dot Stefan Balazsi
Sta - . . . Ultimate Invest Limited
N Improving matching algorithms English
EXF - Add more TLDS (CC) uite A, Dolphin Court A Embassy Way
- MSD11
. » Add TM information T Kb
Org .

= Add portfolio management
o = Monthly delta reporting
(21
o1

@n name is for sale. Interested in purchasing the domain name ? @il 4= (N >

.U EUR
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Collaboration with EUIPO

Inform brand owners

* When a DN is registered that is identical
to the registered TM.

Register the .eu together with your TM

Inform registrant that DN is identical to TM

YYYYY

..................
\:‘

.U EUR
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English ~

Q Eu Ipo Protect your intellectual property in the European Union

EUROPEAN UNION
INTELLECTUAL PROPERTY OFFICE

Home Trade marks Designs Law & practice Learning

Jser Enablement

n with EUIPO

Jwners

What else to consider?

@ How would you rate our online application?

s registered that is identical
ered TM.

© What can | do with my application now? A Misleading requests for payment

- Your application will be processed by OHIM. The
process page of the website explains the steps that are taken
by OHIM when registering a CTM.

ration

Users are receiving an increasing amount of unsolicited
mail from companies requesting payment for trade mark
and design services such as publication, registration or

eu together with your TM

- You can also follow the progress of your application status
online by accessing eSearch or through your .

OHIM never sends invoices to users or letters

requesting direct payment for services.
- The set alerts function can be viewed through your User Area a 2 Pay!

or eSearch and is used to monitor events or changes in status
to a CTM application.

We recommend that you choose the User Area as your
communication method with the Office. We will send all
communications directly to your User Area inbox, and you
can be sure that they are official.

ant that DN is identical to TM

What else to consider?

details will be publicly available. Don' forget to protect the domain name for your trade mark in the EU before

e u Once your trade mark application has been formally accepted it will be published in our online register and trade mark
.
=== someone else does. Check availability at .eu

e ta Stay updated

Office for Harmonization in the Internal Market
(Trade marks and designs)

Avenida de Europa, 4, E-03008 Alicante, Spain
Information centre: +34 965 139 100

© OHIM 1995-2016 Data

ministrative

Your European Identity

The European Registry of Internet Domain Names
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-_— §) User Enablement

” Collaboration with EUIPO

TM hits
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L N P User Enablement

Registrant Trust Score

. Level of trust of the correctness of
Whois data

. Visible in whois

. Based on indicators

« Existence of address (current situation)

« Consistency of data (cc telnr)

« Consistency of technical data

« Correctness of person-address combination

. Self-certification

. - Trust level person can be identified

.U EUR
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” Remediation

« Steps : verification of data
 |If not OK -> delete

« |f OK: Sponsored ADR (300€)

.U EUR
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= WHOIS DATA
Domain name

Status
Registered
Expiry date
Last update

§) Prevention

Homoglyph Bundling

ana.eu

In Use o

2 Jun 2006

un 2017

28 Jan 2016

ana.eu = ANA.eu = AnA.eu

R

whois

English

Check if your domain name is available Search « Back to eurid.eu

ana.eu: Homoglyph Blocked

This domain name is not available for reg

. ° undle. ( ana.eu ) See here for more information.
ana.eu: Cyrillic

whois

English

« Back to eurid.eu

.U
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Staff

u: Homoglyph Blocked
This domain

ava.eu = ANA.eu : Greek

ation.

English

Check if your domain name is available « Back to eurid.eu

ana.eu: Nomoglyph Blocked

This domain namr on

anoa.eu = AnA.eu : Greek
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—h:) §) Prevention

Abuse prediction & delayed activation

External Sources

m Malware/spam lists
m Address DB
B Persons databases

Inference
Engine

Historical information

Registrant Registrar

[
. [=)
N oK . _-'1'_[

m Self-learning

The Social Database

m If not : manual validations

Delayed registration

® manual validations

- Yy Tr

.eu zone Work
Nok dueue

.U
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PP Prevention

Predictive analysis & abuse
prevention

. Predict at the time of registration what
the chances are that the DN is going to
be used for illegal purposes

. If score > threshold - delay activation
and investigate DN

. Investigation may lead to withdrawal of DN
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]
Register your name(s)
under .eu and
start benefiting
.eu EUR

Your European Identity
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